Signature électronique Qualifiée

Comment la visualiser et comment vérifier la
validité de celle-ci ?
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Introduction

L'outil Adobe Acrobat Reader permet de visualiser le certificat associé a une
signature électronique, et ainsi de vérifier la validité de celle-ci.

Comment procéder pour le cas d’'une signature qualifice ?

1. Ouvrir Adobe Acrobat Reader
2. Ouvrir le document
3. Vérifier la signature
4. Vérifier le certificat
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Etape 1 : Ouvrir le document avec Adobe Acrobat Reader

1. Ouvrir I'outil Adobe Acrobat Reader via le menu « Démarrer » de votre ordinateur
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2. Dans « File » aller sur
« Open » et ouvrir le
document pdf signé
électroniquement

Adobe Acrobat Reader DC (32-bit)
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Etape 2 : Visualiser la signature électronique

ludi.pdf - Adobe Acrobat Reader DC (32-bit)
File Edit View Sign Window Help

Home  Tools ludi.pdf X
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@ This file claims compliance with the PDF/A standard and has been opened read-only to prevent modification.
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A (Signatures: Verify signatures added to this document i

Document

Cliquer sur l'icéne
représentant une
plume de stylo
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Etape 3 : Verifier la signature

[E Document avec signature Luxtrust pdf - Adobe Acrobat Reader DC
Eile Edit View Window Help

Tools Document avec sig... x
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% Signed and all signatures are valid.
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@ = Validate All
. 1: Signed by LUDIVINE MARIE ALINE GENON <ludivine.genon@bgllu>
ﬁ' Signature is valid:

Source of Trust ebtained from European Union Trusted Lists (EUTL).
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Document
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Le A
This is a Qualified Electronic Signature according to EU Regulation 910/2014

Document has not been modified since this signature was applied
Signer's identity is valid
The signature includes an embedded timestamp.
Signature is LTV enabled
» Signature Details
Last Checked: 2022.08.07 15:00:40 +02'00"
Field: Sigl (invisible signature)

Click to view this version 4
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Lorsque le panneau
« signatures » (icbne
d’'une plume de
stylo) est ouverte, on
peut visualiser
I'identité du
signataire.

Cliquer sur I'encoche > pour
afficher les détails de la
signature
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Etape 4 : Veérifier la signature en 5 points

La source de confiance doit étre : EUTL, il

Vérifier le nom du signataire s’agit de la liste officielle des fournisseurs de

signature qualifiée de 'UE

Signatures

~ Walidate All
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o Ab Rew. 1:|;igned by LUDIVINE MARIE ALINE GENON <ludivine.genon@bgllu>

Document
Sowurce of Trust cbtained from European Union Trusted Lists (EUTL).

This*a Cualified Electronic Signature according to EUIReguIation 910/2014

2N QDB

/Jocument has not been modified since this signature was applied I

Signer's identity is valid

The signature includes an embedded timestam.
Signature is LTV enabled
3 Signature Details
Last Checked: 2022.08.01 15:00:40 +02'00'

Field: 5ig1 (invisible signature)

Click to view this version 4
Il s’agit d’'une L'identité du Le document n’a pas été modifié
signature qualifiée signataire est valide depuis qu'’il a été signé
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Etape 5 : Verifier le certificat de signature

Signatures

[(=] = WValidate All

s Ab Rev. 1: Signed by LUDIVINE MARIE ALINE GENON <ludivine.genon@bgllu>

Signature is valid:

Sowurce of Trust obtained from European Union Trusted Lists (EUTL).

¥ RO DG

This is a Qualified Electronic Signature according to EU Regulation 910,/2014
Document has not been moedified since this signature was applied
Signer's identity is valid
The signature includes an embedded timestamp.

Signature is LTV enabled

Signature Details

Last Checked: 2022.08.07 15:00:40 +02"00"

Field: Sig1 {invisible signature)

Click to view thic version

Cliquer sur I'encoche >
Signature Details puis
Certificate Details

Document
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Etape 5 : Verifier le certificat de signature

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

] Show all certification paths found

‘Trust Global Qualified CA 3 Summary Details Revocation Trust Policies Legal Motice
LUDIVINE MARIE ALINE GEMC

a LUDIVIMNE MARIE ALINE GENOMN e
-

lssued by:  LuxTrust Global Qualified CA 3

Veérifier I'identité du certificat

LuxTrust S.A.
Valid from:  2020/06/02 20:28:04 +02'00" (
Vafid to:  2023/06/02 20:28:04 +02'00'

Intended usage:  |Mon-Repudiation

a This certificate is Qualified according to EU Regulation

Vérifier les dates de validité du certificat

910/2014 Annex |

Qualified Signature Creation Device (QSCD)

< >

@ The selected certificate path is valid.
The path validation and revocation checks were done as of the secure (timestamp) time:

2022/08/01 14:54:30 +02'00"
Validation Model: Shell

Il s’agit bien d’un certificat qualifié EU
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